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NOi dung

* RUi ro an toan théng tin ddi véi SMEs

 Rao can khi trién khai ddm bdo an toan théng tin
v@i SMEs

* Khuyén cdo trién khai ATTT hiéu qua cho SMEs
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Phan 1: Rui ro an toan théng tin
doi véi SMEs



RGi ro an toan théng tin d6i v&i SMEs

* Bild lot, mat mat thong tin
(Confidentiality): phan mém gian diép,
llra dao danh cap tai khoan

* Bi thay doi trdi phép (Integrity): tan
cong thay doi dit liéu thdong qua 16
héng trng dung, hé diéu hanh

* Bj ngirng tré, anh huwdng téi tinh san
sang cua dich vu (Availability): tan
cong tir chdi dich vu

INFORMATION
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INTEGRITY CONFIDENTIALITY
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RGi ro an toan thong tin dbi véi SMEs

01

cac culc tan

cong mang nham
vao doanh nghiép
nho.

02

doanh nghiep
nho da phai Chap
nhan bj tAn cong
mang trong nhirng

nam qua, 44% trong

sO do co tw 2 dén 4
cudc tan cong.

@ Chuwong trinh hd tro doanh nghiép chuyén dbi sé giai doan 2021-2025 cdia Bo K& hoach va Dau tu

03

nan nhan cua
cuoc tan cong phan
mém ddc hai la cac
doanh nghiép nho.




Ma hda
tong tién

Chi riéng chi phi thiét hai do
ransomware gay ra la 11,5
ty USD, tai thoi diém dé
ngudi ta wdc tinh rang cac
doanh nghiép nho sé tro
thanh nan nhan cia mot
cudc tan cong ransomware
clr sau 14 giay.

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press "Wiew' to view the list of files that have been encrypted.

Press "Next' for the next page.

O 95 50 03
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Lura dao chiém doat Fanpage, tan cong te liét website

Triét pha 6 nhém chuyén chiém fanpage, ban thu
lo’i ca tram triéu dong

BAN TIN 113 |Cha Nhat, 09/10/2022 15:19:04 +07:00 [©) Theo doi VTC NEWS trén o News

(VTC News) - Nhém nay str dung nhiéu tai khoan Facebook, Zalo ao dé tiép
can chi céac fanpage, sau dé truyén gii cac file c6 chira ma doc dé chiém
doat cac tai khoan, ban thu loi.

Ngay 9/10, Phong An ninh mang va phdng, chéng t6i pham s& dung coéng nghé
cao Cdng an tinh Quang Ngai cho biét vira pha nhanh nhém déi twong chuyén tan
cong, chiém doat quyén quan tri cac fanpage Facebook rdi ban thu lgi.

@ Chuwong trinh hd tro doanh nghiép chuyén dbi sb giai doan 2021-2025 cia B6 K& hoach va Dau tu




Lira dao khi giao
dich qubc té

* Cotoi52% doanh nghiép
Viét Nam tirng bi Itra dao
trong giao dich thuong mai
quéc té. Con sé nay cao hon
murc 46% cua khu vuc chdu
A - Thdi Binh Duong va murc
49% toan cau.

Dé phong Ilra dao khi giao dich
thwong mai quoc te

24-08-2022 - 03:40 | Kinh té

T RGO Theo doi Ngudi Lao Dong tren Google News

Yéu t6 quan trong nhat khi xuat khau la "chon ding déi tac"
dé tranh bi lira dao

Ngay 23-8, Lién doan Thwong mai va Cong nghiép Viét Nam (VCCI) phdi
hop v&i B Cong Thwong té chire hdi thdo phong ngtra tranh chép, Itva
dao trong thwong mai qudc té. Theo dng Pau Anh Tuén, Phé Téng thw
ky VCCI, sau vu viéc gan 100 container hat diéu cla doanh nghiép (DN)
Viét Nam bi Itra xuat khau sang Y, hoi thao la dip chia sé kinh nghiém
trong x& ly vu viéc, dwa ra cac khuyén nghi cho DN dé tranh cac vu viéc
twong tw trong thwong mai qudc té.

Thu doan tinh vi
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CHUGONG TRINH HO TRG DOANH NGHIEP CHUYEN DOI SO GIAI DOAN 2021-2025

Phan 2:Thach thirc khi trién khai dam
bao an toan thong tin vé&i SMEs



Thach thirc khi trién khai
ATTT v&i SMEs

 C6 3 trong sd 4 doanh nghiép nhoé ndi rang
ho khéng c6 dd nhan sy dé giai quyét van dé
bao mat CNTT.

 51% doanh nghiép nho nai rang ho khéng

phan bd bat ky ngan sdch nao cho an ninh
mang.
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Phan 3: Khuyén cao trien khai ATTT
hiéu qua cho SMEs



Khuyén cdo trién khai
ATTT hiéu qua cho SMEs

 An toan cho End User
* An toan cho Dich vu
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An toan cho ngudi dung trong SMEs

Mé} khau mar]P.\, kh,éng chia sé mat Khoéng st dung phan mém khong rd nguon
khau cho nguoi khac gbc, dic biét phan mém bé khoda

Can trong khi bam vao dudng link la

hoic khi mé file kem Back-up dit liéu quan trong dinh ky

Bao mat hé thong Wifi chia cong ty,
han ché sir dung Wifi cong cong

Cap nhat pham mém thuwong xuyén
dé va 16 hdng

Kiém tra chéo khi cé nghi ngd Itra
dao

S dung mat khau cho cac thiét bj di
dbéng, ca nhan

Can nhzic kAh| chia se théng tin |én Wi Sir dung xéc thuc da yéu t6 (2FA)
Mang Xa hOI Verification

©Oeoe~-0
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\ . ON-PREMISE VS CLOUD
An toan cho dich vu

Low
Hardware Cost

e Pobi vdi SMEs: Uu tién lua chon
dich vu Cloud dé dam bdo tinh san

sang, bao mat hon so vdi On- = AN

Premlse Medium == Backup &
==

e Cacdich vu: Mail, Web, CRM, A — Recovery Cost

On-
‘éﬂ Premises
%

Cloud Base

WorkSpace...
(5AAS) A

High
Maintenance
Cost

Security
Compliance
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